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ARGE ARGE WG - MKS Data Security

Background

< Not everyone plays by the rules

& Butin 2016 what were the rules? The fact was,
there weren’t any.

< 2016 ARGE identified an opportunity to improve
and increase MKS Data Security for the benefit of
all stakeholders within the supply chain

< MKS Data Security originated as a workshop
initiative at the ARGE Annual Conference Le
Touquet 2016. This began the construction of a
draft text PAN European routines for Master Key
Systems
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ARGE WG - MKS Data Security

MASTER KEY SYSTEMS DATA PROTECTION
BEST PRACTICE GUIDE

< Established an ARGE WG to further develop the
content. With support from ARGE members the
opportunity arose to create a CEN Technical

Specification

< CEN/TS 17814:2022 Building Hardware — Master
Key System data protection — Guidance published |
August 2022

< A CEN document independent of any supplier or
manufacturer bias
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Tasks for 2022/2023

< The TS had been completed and published, next to educate the market
< Two stage process, Internal market then External market

< Ambitious plan which have been focused into creating content for National
Association Members

< Assist with pan European initiatives — ELF European Locksmith Federation
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Educate the “Internal Market”

< Introductory guide to TS 17814 — what is it, why has it been
created, who is affected,

< Example MKS Project Compliance document
< FAQs — is it essential? what if? How do | do this?

< F&Bs — features and benefits to stakeholders

< Circulate this information to National Associations Members
for them to use (or not) in their local markets
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Educate the “Internal Market”

< Guidance document, made up of five

sections:

What, Why, Who
Sample compliance checklist

Details of those within the supply

chain

Ownership of processes completed

IARGE Guidance Document

CEN/TS 17814 Building Hardware — Master Key System data protection - Guidance

What ie TS17814

TE17514 iz & new Technical Specification
data that is used in the design and manufyg
data safe and secure. The Scope of TS

security of information of key based and ni

Thecats used to design, manufacture ang

=nzure that this data s nat only held s=cu
sourcing additonal syztem keys and syzte
dets and information that will be nesded {
zetup.

T517814 iz & voluntsry specification that in

provided with the main focus being comeel
security provided by TS17814. Itis not & m;

TE17ELS.

Some companies may choose to provide
commercial basis, or perhaps the sdoptic

Drats end dets security is becoming in
dats, may instruct suppliers to provide s M

sccordance with TSLTaL4. Altematively, m)

s project - may edvizs an enc ussrclisnt 1
Eystem supplied to the requirements of TH

Wiy provide & Master Key Systems to TS13

Etsndsrds gowerning Master Key Systems
Harchweare — Cylinders for locks - Requirem)

Eystem is more complex than simple systs]
Ainder lock is pinned or 8 key is cut and i

17E14 slongside EMN1305:2015, sdditional |
rrechanicsl Master ey Systam.

Frequently asked questions

MKS Project - Declaration of Compliance

Project Detsila

ject name ard sddresa

Company A f:

Campany Neme & Adarme

Name 3ij

Company B - Distri

Campany Neme & Adarme

Hame Zignsture

Company C - Inataller

Campany Neme & Adarme

Heme Zignsture

14 processes may be consicensd by some, p to & set-declsrstion.
7314 Section 5.

Can anytype i of TS17814

T517524 includes the protection of Master

System datathroughaut the whele process of sup

process is the security of keys anc key blanks. For a3y
profiles) must be held in & secure, socess-controlled emviranment Therefos
systerns — where blanks are fi ilsble on the open mar

em to be supplied in accordance with TS: 4, key blanks =y
&= zystema such &z open profile

erofile, should ot be conzidered suitsble for o= on an MKE gystem to TELTEL4.

| FAE BRETECTIA

‘Can an existing MKS be included within TS178147
o

Dueto some of the security reguirements of T317314 (for example the hancling of csts, calculation tools, sscurity
sereening of persong, security throughout instsllation ete. . ) itwould not be possible to retrospectively confirm that
these processes hed been completed in sccordance with the technicsl spedificstion. Heo itmay be pessibleto

sup|

Does TS17814 g Data on for the life of my

K3 supplied under the guidsnce of T847314 is protected whilst the processes involved sre compliant v
uirements of T517514 Section 4

Onceii inthei a Master Key System provided by TS17314 assured?

It is the resparsibility of the awner of any Master sy System supplied under the guidsnce of T5L

sll parties irvolved inthe supply of their Master ey Syatem are opersting in sccorcence with TEL

enteringinto s cantractus! sgreement with ane or mare of the other pertiss involved. Sach party il scknowls

f-declarstion or & 57 party sudit iz an essentis! reguirement of the process anc underpins the integrity of the
s System project. Esch party will scoeot thet by bresking or failing 1o th the obligations

they neve sgreed & per the project reguirements end that of the sub-sections within Section 4 of TEL7812 may

inthe cormpromise of the entie Master Key System and smy ligsil

com|

T may result.
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National Association Members creating content for “own market”

< Dutch Building Hardware .
Association produced an
association guideline for their
members to use.

VHS Brancherichtlijn
“Databescherming sluitplansystemen”

’4}'}'}"}‘}'-},‘) e
PR i 4did

© 2073 Alguman Branchwvareniging Hang- ws Stdbwwk VHS

Postbus 840, 2700 AV Zowtermmer ‘ Vellia Nedertand
E-meil voad eceratieveiigraderand ol (’) o .

VHS
Erncheveranigng
Hoofdstuk 2- Beoordeling van het voldoen aan de eisen in hoofdstuk 1
2.1 Planming =n bestelling van shuitplansyst=mean
Mo Becordeling woldost [ nwt.
1 Erworden geen persoonlijke gegevens van O |
eindgebruikers/sleutelcertificasthouders gebruiks in sleutelplannen -
schema's of andere fysieke of elektronische documenten gerelateard aan
een sluitplansysteem
2 | Erworden geen voor dercen traceerbare referenties nazr de functie, [l J
lacatie van de deur of sleutelhouder op de sleute] peplaatst
3 [ Alleen gesutorisesrde personen hebben toegang tot planning en bestel [l J
gegevens enfof software
2.2 Verzending/ overdracht van shuitplansystemen lijsten/schema’s

Beoordeling

woldoet

a
=
=3

4 | Vioor planningsmiddelen (software] words tenminste 128 Bit AES encryptie | || 0
technology gebruikt bij het verzenden van dats
5 | Plannings- en/of bestelmiddelen van derden moeten zijn goedgekeund O |
deor de sluitplanfabrikant.
6 | E-mails £n/of ancere slectronische bestanden die sluitplan informatie O ]
bevatten worden altijd vis een beveiligde verbinding verzonden
7 Papieren document gerelateerd zan suitplansystemen worden aktijd D I:l
sangetekend met ontvangsthevestiging verstuurd
2.3 Mgemene sisen voor gegevens verwerking
Mo Becordeling woldoet [ nowt.
8 Eriz z&n systeem van toegangscontrole woor serverruimtas en archieven O |
3 | Opslag van electronische gegevensvindt plasts in beveiligde systemen of O O
database omgevingen, washij toegangsbeveiliging is toagepast.
10 | Back-ups worden op beveiligde servers opgeslagen, waabij O |
toegangsbeveiliging is toegepast.
11 [ Erwordt =en up to date lijst bijgehouden van personen die toegang O |
hebben tot gegevens van sluitplansystemen, waarbij tevens vermeld stast
welie rechten de betreffende personen hebben.
20T Algurmana Bruchaveranig ing Hareg- ue Siltaurt VHE

E-mail:

viwd earatisealigradarand ol ('] Vellip Naderland

Poostins 848, 2100 AV Zoatermser
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National Association Members creating content for “own market”
S Dhfin UK e o I —

produced a Best Master Key

Practice Guide

A dhf Best Practice Guide to CEN/TS 17814:2022

—

www.dhfonline.org.uk
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Educate External Market:
National Association Members creating content for “own market”

< Dhf marketing campaign to support the roll out
T i VISIONmagazineé

VISIONmags lIll‘IL

FIT SHOW : S | —— e ey T
REGISTRATION y e ‘ R

-T-LOCK"
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MLA EXPO 23 /53
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Educate External Market:
National Association Members creating content for “own market”

@3 Door & Hardware Federation

< Social media to support the R :

< 1000’s of impressions across

/ort
Twitter, Facebook and LinkedIN -- I i = —
i - ““of the best practice guide "Master - —

Read our latest press release covering the launch of the best practice

< Resulted in over 400 page visits =~ seiasmban i
to the TS17814 section of the | Sl
dhf website

©DHF
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Educate External Market:
Manufacturers supporting the Roll Out

< Dormakaba, Access2 and ASSA ABLOY have implemented TS17814 into some of
their factories and are able to offer systems on request
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Educate External Market:
Manufacturers supporting the Roll Out

< Access2 have produced a presentation that
has received CPD approval

CENTS 1751,
. . MAS
< Currently being provided as part of a DATA e ITEls
GUIDANCE
roadshow around UK
. e . ’ =
< UK hardware project specifiers beginning to __ =nnw
include TS17814 into Commercial —— S

Specifications
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Educate External Market:
Manufacturers supporting the Roll Out

<& ABS Avocet Hardware

< Promoting TS17814 through marketing
material and in group discussions with
customers

< A hunger for additional knowledge from
customers who want to know about
Improving MK security
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ARGE WG - MKS Data Security

Take away

< WG helped with support information to National Association
Members and can assist with roll out activities

< Uptake around CEN differs from market to market but some are
seeing encouraging signs of commercialisation

< Receive and evaluate feedback on the current roll out, can we
improve in any way?

< Task in hand is to drive uptake and commercial benefit for stake
holders ARGE Members
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